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Your privacy is very important to us. This Privacy Policy explains our information privacy
practices and the choices you can make about the way your information is collected and
used. When you access and use our website and Koekemoer and Associates services,
features and information available on our website (collectively, the “Services”), you are
consenting to the collection, use, storage and disclosure of your information as described in
this Privacy Policy.

1. Key Privacy Points:

Email submissions. Email submissions (“Email Submissions”) uploaded by a customer to our
Services belong to that customer. We don’t use a customer’s Email Submissions, including
any resulting email previews generated via the Services (“Email Previews”), for purposes
unrelated to that customer or the use of our Services, except in limited circumstances (e.g.,
we are compelled by subpoena, or the customer has given us permission to do so). Email
Submissions should never contain personal data.

Email Analytics. All data collected by Koekemoer and Associates on behalf of a customer
that elects to use our email analytics Services (“Email Analytics”) belongs to that customer.
We don’t use Email Analytics data for purposes unrelated to that customer or the use of our
Services, except in aggregated, de-identified form as permitted under our Terms of Service
(or such other service agreement between Koekemoer and Associates and the customer) or
other limited circumstances (e.g., we are compelled by subpoena, or the customer has given
us permission to do so).

While we strongly prefer that our customers do not provide us with or collect any personal
data in connection with their use of Email Analytics Services, if a customer does elect to
provide or collect that information we don'’t use it for any other purpose. Koekemoer and
Associates is merely a custodian of that data.

If you use Email Analytics Services, you agree to comply with applicable privacy laws,
including requirements to inform the recipients of your emails about the specific uses and
disclosures of their data described herein, and to directly address any concerns they may
have about your privacy policies and/or use of their information for this purpose.

User Data. Personal data provided by customers to set up user accounts is used by
Koekemoer and Associates only as authorized by the individual user (“User”) or as otherwise
permitted by law.

Sharing. We only share your information in limited circumstances in accordance with
applicable law.
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Security and Storage. We hold customer data securely on servers located in the United
States. We leverage Elite Funnels infrastructure and built-in security controls, which
incorporate several modern security standards and best practices.

2. What Does This Privacy Policy Cover?

This Privacy Policy applies to information gathered by Koekemoer and Associates website
and email, Koekemoer and Associates Software Ltd. (collectively, “Koekemoer and
Associates,” “we,” “us” or “our”), through your use of our Services.

M G

This policy does not apply to the practices of other businesses that we do not own or control,
including third-party websites, services and applications (“Third-Party Services”) that you
may access through our Services, or to individuals that we do not employ or manage. While
we attempt to partner with only Third-Party Services that share our respect for your privacy,
we are not responsible for the content or privacy policies of those third parties. You are
responsible to review the privacy policies of any Third-Party Services you access.

3. What Information Does Koekemoer and Associates Collect?

We gather various types of information from our Users, as explained more fully below. We
may use that information to facilitate the setup of User accounts and profiles, contact Users,
fulfil requests for Services, personalize and improve our Services, analyze how Users
engage with our Services, and as otherwise set forth in this Privacy Policy. We may also use
cookies and similar tools, including third-party analytics providers and technologies, in
collecting this information.

Information You Provide to Us

Account Registration Information. For some of our services, you need a Koekemoer and
Associates User account before you can use our Services. When you set up a User account,
we collect personal data, such as your name, address, telephone number, email address,
browser information, and username. You can choose not to provide us with certain
information, but then you may not be able to register with us or take advantage of some
features of our Services.

Billing Information. If you sign up for our Services and/or to attend a paid event or services,
we require you to provide billing details, such as a name, address, email address and
financial information corresponding to your applicable method of payment. If you elect to
make payments with a payment card, such information is processed by a PCl-compliant
third-party payment card processor. If you provide a billing address, we will regard that as
the location of the customer.

Account Settings. You can set various preferences and personal details on your account
preferences page, such as your username and communication preferences (e.g., opting in or
out of receiving marketing emails from Koekemoer and Associates).
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Event Registration and Services Required Information. If you elect to use or attend an event
or services hosted and offered by Koekemoer and Associates (e.g., Koekemoer and
Associates Live conference or a webinar or face to face intervention), we may collect
personal data, such as your name, address, telephone number, email address and other
information. You can choose not to provide us with certain information, but then you may not
be able to register with us or take advantage of some features (e.g., receipt of emails
regarding event details, electronic copies of event materials, etc.).

Survey Data. If you elect to participate in a Koekemoer and Associates survey, we may
collect, store and process your survey responses.

Other Data. We may collect your personal data if you submit it to us in other contexts (e.g.,
sales inquiries, customer support requests, email request etc.).

Information Collected Indirectly or Passively when You Interact with Us.

Usage Data. We collect usage data about you whenever you interact with our Services. This
may include information about the webpages you visit, what you click on, when you
performed those actions and other related information. Additionally, like most websites
today, our web servers keep log files that record data each time a device accesses those
servers. The log files contain data about the nature of each access, including originating IP
addresses, internet service providers, the files viewed on our website (e.g., HTML pages,
graphics, etc.), operating system versions and timestamps.

Device Data. We collect data from the devices and applications you use to access our
Services, such as IP address, operating system version, device type, system and
performance information and browser type. We may also infer your geographic location
based on your IP address.

Information from Cookies. We employ cookies and similar tools, including through the use of
third party analytics and tracking services, to collect data about individuals who access and
use our website. This data includes usage and user statistics. For example, this data tells us
how often individuals use parts of our websites, so that we can make our websites appealing
and easy to use, and our content as relevant as possible.

Information from Third Parties. We may collect your personal data from third parties if you
give permissions to those third parties to share your information with us or where you have
made that information publicly available.

Data Collected Through Use of Email Analytics Services

We offer Email Analytics Services that, if available through a customer’s subscription, may
allow us to collect data on the customer’s behalf about the emails that the customer sends.
We provide a pixel that the customer may include in the body of the emails the customer
sends that enables the customer to collect certain data via our Services about its emalil
recipients. Email Analytics Services are intended to allow the email sender to measure the
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performance of the email message and to learn how to improve email delivery and open
rates. Such data may include, as determined by our customer via its configuration of the
Services, the email recipients’ email addresses, the browser and email clients used,
geolocation information (inferred from IP addresses that are not retained by Koekemoer and
Associates) and details about how their recipients engage with the email (e.g., whether or
not the email was read, forwarded or printed). Click here for more information about the data
elements processed in connection with Email Analytics Services.

It is in our customers’ discretion as to what data is collected in connection with Email
Analytics Services and, therefore, each customer is solely responsible for the collection and
use of any such data, including, without limitation, ensuring that such collection and use is in
accordance with the customer’s privacy policies and all applicable laws.

4. How Does Koekemoer and Associates Use the Information We Collect?

We use the information we collect from you, on your behalf or related to you in connection
with providing our Services to you, including as follows:

Account Setup and Access to Services. You could have an account to use our Services.
Koekemoer and Associates uses the information we collect for the creation of User accounts
so that you can access our Services.

Customer Support. We must access and use your information to provide customer support
services, including trouble-shooting, managing account usage, responding to billing
inquiries, etc.

Service Delivery. We perform internal evaluations and statistical analysis on the information
we collect to, among other things, monitor the performance of our Services, analyze and
measure visitor and User behaviour and trends, to understand how our Services are used, to
help us improve our Services, for market research and to develop new features and
functionalities.

Enforcement of our Terms of Service. We monitor Services to ensure that use is in
accordance with our Terms of Service (or other service agreement between you and
Koekemoer and Associates), including to prevent fraud, as well as illegal, abusive or
undesirable activities.

Transactional Communications. We may send you transactional communications (e.g.,
service-related announcements, billing-related matters, updates to our Terms of Service or
other policies, changes to our Services, welcome emails when you register for Services,
etc.). You can’t opt out of receiving these communications since they are required to provide
our Services to you. This done by Unsubscribing from our correspondence.

Marketing Purposes. We will only send marketing-related communications if you have
consented to receive such communications. We may combine information about you from
third party sources with information we hold about you to create a user profile, which helps
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us to make our marketing and sales efforts more relevant to you and to personalize and
improve your experience.

Security. We use your information to maintain the security of our systems and Services (e.g.,
controlling abuse, spam and DDOS attacks), including the security of your User account.

Legal Requests. We may need to inspect information we hold to determine how to respond
to a subpoena or other legal request. We may also contact you, to the extent permitted,
regarding such matters.

5. Will Koekemoer and Associates Share Any of the Information we Receive?
We may share your personal data with third parties as follows:

Service Providers. We employ other companies and people to perform tasks on our behalf
and need to share your information with them to provide Services to you (e.g., payment
processors, hosting services, email service providers and web traffic analytics tools). Unless
we tell you differently, our service providers do not have any right to use the personal data
we share with them beyond what is necessary to assist us. We also implement reasonable
contractual and technical protections to ensure the confidentiality of your personal data is
maintained, used only for the provision of their services to us and handled in accordance
with this Privacy Policy.

With Your Organization; Billing Contacts. If the email address under which you have
registered your User account belongs to or is controlled by an organization (e.g., your
employer), we may disclose that email address and other pertinent account information to
that organization in order to help it understand who associated with that organization uses
Koekemoer and Associates, and to assist the organization with its enterprise accounts. In
addition, if your User account details are different from the billing contact listed for your
account, we may disclose your identity and the account details to the billing contact upon
their request.

User Profiles and Submissions. Certain User profile information, including without limitation a
User’'s name and location, and any email, video, image or other content that such User has
uploaded to the Services, may be displayed to other Users to facilitate User interaction
within the Services (e.g., to provide examples on our blog or to encourage interaction
through a forum hosted on our website) or to address your request for Services and support.
Your account privacy settings allow you to limit the other Users who can see the personal
data in your User profile and/or what information in your User profile is visible to others. Any
information you upload to your public User profile, along with any personal data or content
that you voluntarily disclose online in a manner other individuals can view (e.g., on
discussion boards, in forums, messages and chat areas, etc.) becomes publicly available,
and can be collected and used by others. Your username may also be displayed to other
Users if and when you send messages or comments or upload images or videos through
public portions of our websites and other individuals can contact you through messages and
comments.
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Affiliated Businesses and Third-Party Services We Do Not Control. In certain situations,
businesses or Third-Party Services we are affiliated with may sell items or provide services
to you through our Services (either alone or jointly with us). You can recognize when an
affiliated business is associated with such a transaction or service, and we will share your
personal data with that affiliated business only at your direction and to the extent that it is
related to such transaction or service. We have no control over the policies and practices of
Third-Party Services as to privacy or anything else, so if you choose to take part in any
transaction or service relating to an affiliated Third-Party Service, please review all such
policies that may apply.

Business Transfers. We may choose to buy or sell assets. In these types of transactions,
customer information is typically one of the business assets that would be transferred. Also,
if we (or substantially all of our assets) are acquired, or if we go out of business, enter
bankruptcy, or go through some other change of control, personal data would be one of the
assets transferred to or acquired by a third party.

Protection of Koekemoer and Associates and Others. We reserve the right to access, read,
preserve, and disclose any information that we reasonably believe is necessary to comply
with law or court order; enforce or apply our Terms of Service and other agreements; or to
protect the rights, property, or safety of Koekemoer and Associates, our employees, our
Users, or others. This includes exchanging information with other companies and
organizations for fraud protection and credit risk reduction.

Usage Information. We may collect usage information, such as the numbers and frequency
of visitors to our websites through cookies or otherwise. We may use this information and/or
data in aggregate form (as combined with information and/or data that we receive from our
other Users and service providers) for our marketing or other business-related purposes. For
example, usage information tells us how often visitors and Users use parts of our websites
and, therefore, can be used to help us make our websites appealing as possible and our
content relevant.

With Your Consent. Except as set forth above, you will be notified when your personal data
may be shared with third parties in personally identifiable form, and will be able to prevent
the sharing of this information.

6. Is Personal Information About Me Secure?

Security. Details regarding our security practices are available at our Trust Center. We
endeavor to protect the privacy of your account and other personal data we hold in our
records, but we cannot guarantee complete security. Unauthorized entry or use, hardware or
software failure, and other factors, may compromise the security of user information at any
time. Please remember that you control the information that you input, upload or otherwise
provide in connection with your use of the Services, including Email Submissions, as well as
the data that is collected in connection with your subscription to our Email Analytics
Services.
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User Accounts. Your User account is protected by a username and password for your
privacy and security. You must prevent unauthorized access to your account and personal
data by selecting and protecting your username and password, using other sign-on
mechanisms appropriately and limiting access to your device and browser by signing off
after you have finished accessing your account.

Forums; Blogs; Discussion Boards. We may offer publicly accessible community forums,
blogs, discussion boards and other similar public chat areas. Please be aware that any
information you provide in these areas may be read, collected and used by others who
access them. We are not responsible for any personal data that you choose to submit in
these areas. If a commenting system is managed by a Third-Party Service, you may be
required to register with that third party to post a comment. Please review that third party’s
privacy policy to learn how it uses your information.

Data Location. Our Services are based in South Africa, so your personal data will be hosted
and processed by us in South Africa. Your personal data may also be processed in other
countries in which Koekemoer and Associates works with third parties and are elsewhere
located in the world , and in which our service providers are located or have servers. By
using our Services, you consent to the processing of your data in these locations.

Third-Party Services. The Services may contain links to other Third-Party Services. We are
not responsible for the privacy policies and/or practices of Third-Party Services. When
following a link to another website, you should read that website’s privacy policy.

7. What Choices Do | Have?

Access, Edit and Delete Personal Data. You may access, and, in some cases, edit or delete
certain personal data that Koekemoer and Associates holds about you via your User
account. Please note, however, that some information may remain in our records after
deletion of such information from your account. In addition, we may use any aggregated, de-
identified data derived from or associated with your personal data after you update or delete
your personal data. If you request that any of your personal data be deleted, we reserve the
right to terminate and/or limit your access to the Services to the extent Services cannot be
reasonably provided without that information.

General (non-EU) Data Privacy Requests. If you have any questions about updating
information we have on file about you, please contact us at
kaas@businesscompliance.co.za

Consumer Protection Act Requests. Some individuals, including those whose information is
subject to the Consumer Protection Act of 2018, as amended, have certain legal rights to
obtain information related to the information we hold about them and to request deletion of
certain information in appropriate circumstances. For some personal information, these
rights may be exercised through your User account settings, and in all cases, requests to
exercise these rights may be submitted by completing this form
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EU Data Privacy Requests. Some individuals, including those whose information is subject
to European Union (EU) data privacy laws, have certain legal rights to obtain information on
whether we hold personal data about them, to access personal data we hold about them,
and to obtain the correction, update, amendment or deletion of such data in appropriate
circumstances. For some personal data, these rights may be exercised through your User
account settings, and in all cases, requests to exercise these rights may be submitted by
completing this form.

Cancel Your Account. You may cancel your account via your User account at any time. In
the event that your account is cancelled by you or Koekemoer and Associates, or your
subscription to the Services terminates or expires, following such cancellation, termination,
or expiration, you will no longer be able to access any of your account information, the
information that you upload or receive through your use of the Services or other personal
data that we hold in our records (except as otherwise provided by applicable law).

Decline to Provide. You may always opt not to disclose information to us, but keep in mind
some information may be needed to register with us or to take advantage of some of the
features of our Services.

Marketing Communications. You may opt out of receiving marketing communications at any
time by clicking the “unsubscribe” link located in the footer of any marketing email you have
received from Koekemoer and Associates, or by sending an email to
kaas.admin@mweb.co.za

Cookies. Many browsers automatically accept cookies and similar technologies. You can
update your cookie preferences at any time by clicking the “Cookie Settings” button via our
Cookie Policy.”

8. Cookies and analytics and traffic data

Cookies are small text files which are transferred from our websites, applications or services
and stored on your device. We use cookies to help us provide you with a personalised
service, and to help make our websites, applications and services better for you.

Our cookies may be session cookies (temporary cookies that identify and track users within
our websites, applications or services which are deleted when you close your browser or
leave your session in the application or service) or persistent cookies (cookies which enable
our websites, applications or services to “remember” who you are and to remember your
preferences within our websites, applications or services and which will stay on your
computer or device after you close your browser or leave your session in the application or
service).

We use the following different types of cookies:
Strictly necessary cookies
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These are cookies which are needed for our websites, applications or services to function
properly, for example, these cookies allow you to access secure areas of our website or to
remember what you have put into your shopping basket.

Performance cookies and analytics technologies

These cookies collect information about how visitors and users use our websites,
applications and services, for instance which functionality visitors use most often, and if they
get error messages from areas of the websites, applications or services. These cookies don't
collect information that identifies a visitor or user. All information these cookies collect is
aggregated and therefore anonymous. We only use these cookies to improve how our
website, applications and services work.

Functionality cookies

These cookies allow our websites, applications and services to remember choices you make
(such as your user name, language or the region you are in) and provide enhanced, more
personal features. These cookies can also be used to remember changes you have made to
text size, fonts and other parts of web pages that you can customise. They may also be used
to provide services you have asked for. The information these cookies collect may be
anonymised and they cannot track your browsing activity on other websites.

Targeting or advertising cookies

These cookies are used to deliver adverts more relevant to you and your interests. They are
also used to limit the number of times you see an advertisement as well as help measure the
effectiveness of the advertising campaign. They are usually placed by advertising networks
with the website operators’ permission. They remember that you have visited a website and
this information is shared with other organisations such as advertisers. Quite often targeting
or advertising cookies will be linked to site functionality provided by the other organisation.

Web beacons and parameter tracking

We also use cookies and similar software known as web beacons to count users who have
visited our website after clicking through from one of our advertisements on another website
or in emails and to collect details of any products or services purchased. These web
beacons collect limited information which does not identify particular individuals. It is not
possible to refuse the use of web beacons. However, because they are used in conjunction
with cookies, you can effectively disable them by setting your browser to restrict or block
cookies.

IP Address and traffic data

We keep a record of traffic data which is logged automatically by our servers, such as your
Internet Protocol (IP) address, device information, the website that you visited before ours
and the website you visit after leaving our site. We also collect some site, application and
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service statistics such as access rates, page hits and page views. We are not able to identify
any individual from traffic data or site statistics.

Embedded content from other websites

Articles on this site may include embedded content (e.g. videos, images, articles, etc.).
Embedded content from other websites behaves in the exact same way as if the visitor has
visited the other website.

These websites may collect data about you, use cookies, embed additional third-party
tracking, and monitor your interaction with that embedded content, including tracking your
interaction with the embedded content if you have an account and are logged in to that
website.

How to disable cookies

You may be able to configure your browser or our website, application or service to restrict
cookies or block all cookies if you wish, however if you disable cookies you may find this
affects your ability to use certain parts of our website, applications or services. For more
information about cookies and instructions on how to adjust your browser settings to accept,
delete or reject cookies.

9. For How Long Does Koekemoer and Associates Retain Data?

We generally retain data for as long as you have an account with us, or to comply with our
legal obligations, resolve disputes or enforce our agreements.

10. Safety of Children and Children’s Online Privacy

Our Services are not intended for, and may not be permissibly used by, individuals under the
age of 16. Koekemoer and Associates does not knowingly collect personal data from
persons under 16 or allow them to register for Services. If it comes to our attention that we
have collected personal data from such person, we may delete this information without
notice. In addition, if you utilize our Email Analytics Services, then you may not provide
information that pertains to any persons under the age of 16 (unless you have received such
information from a parent on that child’s behalf and have authorization to provide to such
information to Koekemoer and Associates in connection with your use of the Services). If
you have reason to believe that we might have any information from or about a child under
16 that was not supplied by that child’s parent, please contact us by completing this form.

11. Privacy Shield

Data Transfers. Your personal data is hosted and processed by Elite Funnels, and may also
be processed in other countries in which Koekemoer and Associates offices and personnel
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are located, and in which our service providers are located or have servers. We ensure that
the recipient of your personal data offers an adequate level of protection, for instance, by
entering into appropriate agreements and, if required, a Data Processing Agreement with
Standard Contractual Clauses for the transfer of data as approved by the European
Commission. Please visit https:/privacyshield.gov.

Onward Transfers. Koekemoer and Associates complies with the Privacy Shield Principles
for all onward transfers of personal data from other countries, including the onward transfer
liability provisions.

Enforcement. Koekemoer and Associates is subject to the jurisdiction of the POPIA regulator
regarding our compliance with the Privacy Frameworks. In certain situations, we may be
required to disclose personal data in response to lawful requests by public authorities,
including to meet national security or legal enforcement requirements.

Resolution Mechanisms.

In compliance with Privacy Principles, Koekemoer and Associates commits to resolve
complaints about our collection or use of your personal information. Koekemoer and
Associates has further committed to refer unresolved Privacy Shield complaints for
mediation. If you do not receive timely acknowledgement of your complaint from us, or if we
have not resolved your complaint, please contact the POPIA regulator’s offices.

You may also have the right to invoke binding arbitration under certain conditions for
complaints regarding Privacy Shield compliance that is not resolved by any other Privacy
Shield mechanisms.

Data Controller. Koekemoer and Associates is the data controller for registration, billing and
other account information that we collect from Users in the South Africa. The data controller
for any data submitted (e.g., Email Submissions), or directed to be collected (e.g., Email
Analytics data), by or on behalf of a customer in connection with the use of our Services is
the customer. Koekemoer and Associates only processes such information or data in
accordance with the instructions and permissions (including those given under this Privacy
Policy) provided by the customer.

Intra-company Data Transfer Agreement. There is an intra-company data transfer
agreement in place between Koekemoer and Associates, and Koekemoer and Associates
to ensure that any exchange of personal data between these two entities will be adequately
protected in accordance with applicable law.

Questions? For questions regarding our Privacy Policy or practices, contact us at
kaas.admin@mweb.co.za
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12. Changes to this Privacy Policy

We reserve the right to update this Privacy Policy from time to time to reflect, among other
things, changes in the law, our data collection and use practices, our Services, or advances
in technology, by posting revised terms on our website and/or by posting notice of such
changes within the application. Unless you terminate your account within ten (10) days after
the new terms are made available, the new Privacy Policy will take effect immediately and
apply to any continued or new use of the Services.

13. If you have questions regarding our Privacy Policy or practices, please contact us as
follows:

Email: kaas.admin@mweb.co.za

Mail: Koekemoer and Associates
Attn: Privacy
2 Park Street, Vredefort

9595
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The best way to reach us for inquiries related to the processing of your personal data is to

complete the applicable form below:

Data Privacy Request Form

Data Privacy Request Form.

Description

Detail

I am a (an) (Required)

Select request type(s) (Required)

First Name

Enter the first name of the data subject

Last Name

Enter the last name of the data subject

Email

Enter email for correspondence with the data
request.

Username

Account Number

Country

Enter country of residence.

Request Details

Please provide any additional information in this section that will help us process your

request. Please refrain from entering any personal information.
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